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Goal 1I: Promote Health and Wellness

1A Individuals are empowered to manage their health

@ STRATEGIES .\\\~
The federal government plansto... Sothat...

Support individuals in accessing and using their EHI securely,
privately, and without special effort

Individuals have usable EHI to understand and inform their health decisions,

**® and can engage with their own health information in their preferred ways

p Individuals (including low income, minority, Tribal, rural, and disabled populations)

Expand access to smartphones and other connected technologies oan securely and conveniently sccess and use EH|

Improve the security and portability of EHI through APIs and other p Individuals can readily access, exchange, and use their EHI across various
interoperable health IT technology platforms

Protect individuals’ right to share their EHI with third parties, p Individuals gain timely access to person-specific tools and information to
including third-party applications, of their choice manage and improve their health
Individuals are better informed about how their information will be used in
Protect the privacy and security of EHI in circumstances beyond circumstances where Health Insurance Portability and Accountability Act
those addressed by all applicable federal and local regulations «=:p (HIPAA)" Rules do not apply (e.g., consumer health applications) and can
and statutes expect that their health information is safeguarded no matter where and how
itis used
Develop educational resources for choosing and using secure p Individuals better understand health IT and how it is used to support their health

technologies that incorporate privacy protections and wellness needs

Patients want easy yet secure access to all healthcare information. The Department of Health and
Human Services is well-positioned to provide this access and empower patients with the ability to
manage their health across all devices and from anywhere.

To do this, the Department of Health and Human Services should build patient-managed portals
that link to all of their healthcare provider records. These portals should be easy to use and navigate
and offer a readily understandable overview of an individual's health status. The patient should also
be able to clearly identify the next steps in their healthcare journey—right from their personalized
portal.

Patient portals could be powered by generative Al and large language model technology. This
allows patients to simply input queries, in natural language, and receive the information and insights
they require in seconds.
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1.B Individuals and populations experience modern and equitable healthcare

@ STRATEGIES ; \\\~

Data classes and data elements that improve clinical and social determinants
are standardized and included in health and human services systems

Build on the collection of evidence needed to improve the use of EHI ---p

Promote equitable access to health IT literacy resources ey All populations can participate in, understand, and realize the benefits of

health IT
Advance the use of validated, evidence-based digital p Individuals can prevent or manage certain health conditions with the help of
therapeutics"** and diagnostics* smartphones, tablets, and other personal devices
Apply digital tools to improve individual-level health management «+«p Individuals and communities are equitably served by the latest technologies

and population health

Individuals and health care providers are better informed about the use of Al
technologies in health care and have transparency into performance, quality,
and privacy practices

Promote education, outreach, and transparency about the use of —p
artificial intelligence (Al) technologies

Healthcare access and treatments should be personalized for each individual's needs and available
points of care. The Department of Health and Human Services must meet and be able to
successfully treat and manage every patient’s care plan where they are best able to receive care, be
it in a hospital or at home.

To address the aging population, for example, the Department of Health and Human Services
should equip assisted living and memory care facilities with Al-driven intelligent patient monitoring
and surveillance solutions to predict and avert declining conditions. The predictive capabilities of Al
can help staff proactively treat patients before their health becomes a crisis. Similar home-based
patient surveillance and monitoring solutions should be provided to patients receiving care at
home.

The Department of Health and Human Services should look to payers to fund these patient
assessment solutions. The solutions should be considered part of healthcare cost-controls and
efforts to improve patient outcomes.

Implementing these patient observation and assessment solutions in these environments will
ensure that everyone, regardless of their health or social situation, receives the same high standard
of proactive care.

Intel works with a diverse ecosystem of hardware manufacturers and software providers to support
telemedicine and remote patient monitoring systems that are secure, rely on a flexible IT
infrastructure, and deliver cost-effective, real-time decision support intelligence.
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1.C Communities are Healthier and Safer
@ STRATEGIES X \§
The federal government plans to... Sothat...

Public health professionals can prepare for, respond to, and recover from
emergencies and disasters; inform and monitor public health activities
that improve quality of life; and address disease occurrence and
preventable deaths”

Improve the use of public health data to address community
health challenges

Public health professionals can foster greater assessment, transparency,
-=-p inclusion, resilience, and leaming within and across the health system and the
communities and populations they serve

Leverage individual, population, and public health data to inform
action at local, state, Tribal, territorial, and federal levels

Support EHI sharing between health care providers and
organizations serving communities

Health care, public health, and human services professionals securely
exchange data to improve care and effectively administer social programs

Use health IT to distribute health education and disease prevention
measures to communities

Public health professionals and communities promote health literacy and
achieve a more equitable care experience for all

p

The National Institutes of Health should explore Federated Learning to access and leverage
population-level data more easily. Federated Learning is a type of machine learning that enables
multiple entities to train a model across a federation of geographically distributed training nodes
accessing data locally while ensuring the data and model remain secure.

Specifically, the NIH should implement a Federated Data Platform that enables Federated Al to
accelerate secure analysis of distributed health data sets without the need to de-identify and move
data from individual healthcare systems and research institutions. For example, the NHS in England
has launched its own Federated Data Platform effort.

The Department of Health and Human Services already works with public health professionals
within communities to respond and recover from emergencies. The DHS should consider
complementing these efforts with a system for communities and states to connect near-real time
data to national frameworks to monitor and respond at the national level via the Centers for Disease
Control, BARCA, Etc.

Finally, algorithms are being developed to enable Clinical Decision Support Systems (CDSS).
Population data at the local, state, tribal and territorial level should be leveraged to minimize bias
within these algorithms and ensure that they are accurate and trustworthy.
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1.

Goal 2: Enhance the Delivery and Experience of Care

2.B Patients experience expanded access to quality care and reduced or eliminated health

disparities

The federal government plansto...

Support expanded use of secure telehealth, including
audio-only telahealth

Expand health IT use beyond hospitals and physician offices

Promote health IT that supports greater integration of health care
and human services

Advance the collection and use of standardized social determinants
of health data (including preferred languages) to reduce health and
health care inequities and disparities

L (20 )

Sothat...

Health care providers and patients can easily access and use telehealth. when
appropriate, to reduce disparities in health care access and health outcomes

Health care providers in behawvioral health, long-term and post-acute care,™
and home health setlings use technology to access, exchange, and use EHI

Patients experience more seamless support across their heaith and human
services interactions, including appropriate information flowing effortessly
among their care teams

Patients axperiance athical and consistent high-quality care (including
refarrals, interpreters, and ntegration of medical and social care)

Patients can connect more easily with their haalth care providers through real-
time collaboration, improved acoess to expert knowledge, and self-scheduling

Use digital engagement technologies beyond portals to connect
patients to their health information

Telehealth has become many patients’ preferred method of interacting with healthcare providers.
Telehealth allows easy access to clinicians from anywhere and from any device, making it a simple
and equitable way for all patients to receive care.

Continuing the effort to provide fair and equitable access to healthcare services will require even
further growth to the telehealth model. Fortunately, expanded use of telehealth is largely not
constrained by technology and health information systems. However, reimbursement for using
telehealth services should be improved and expanded to accelerate the use of these tools, provide
care to more patients, and improve patient satisfaction.

As telehealth access expands for patients, audio and video streams should be considered
additional and useful data sources for analysis to improve health outcomes. This data can
significantly enhance information included in patients’ electronic health records and give clinicians
amore well-rounded view of a patient’s health.

Intel enables telemedicine technology via a diverse ecosystem of manufacturers and software
provider partners, powering digital technologies that improve remote patient outcomes and time to
diagnosis.
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2.D Providers experience reduced regulatory and administrative burden

Bl sraTeGIES ) AR

The federal government plansto... Sothat...
Simplify and streamline electronic documentation requirements Health care providers can reduce “note blaat’ end create maore useful and
for provider payments P coherent patient health records

Leverage health IT to standardize data and processes related to
electronic prior authorizations to allow for increased automation

Health care providers experience reduced administrative burden and improved
timeliness of prior authorization decisions

Advance health IT and related policies to improve alignment and Health care providers experience reduced burden and costs (2. g., manual
increase automation related to health care provider data collection ---p chart abstraction) associated with federal clinical quality and public health
and reporting reporting reguiremants

Health care providers and health plans safeguard personal health information,
-=«p incorporate privacy and security into their practices, and parform privacy and
security risk assessments of their practices

Provide education and outreach on applicable regulations and
expected business practices related to EHI sharing

Health care providers and patients experience streamlined, more efficient care

Promote the safe and responsible use of Al tools i delivery supporied by Decision Support Interventions (DSI)

Many clinicians spend more time dictating notes, answering correspondence, and summarizing
clinical encounters than they do seeing patients. This can easily lead to long wait times for service,
clinician burnout, and other factors that impede the healthcare experience.

Digital tools such as generative Al and clinical co-pilots can significantly reduce the amount of time
clinicians spend on these and other tasks. Indeed, the Department of Health and Human Services
should promote the use of these tools to auto-create drafts of clinical text. The auto-created drafts
should then be reviewed, edited, and approved by licensed clinicians.

Risk factors to patients are often neglected in routine assessments, yet safeguarding patients’
personal health information is a critical component of HIPAA’s Patient Privacy Rule. Therefore,
considerations around patient risk must be incorporated into all risk assessments.

Likewise, while access to data is crucial for healthcare professionals, a balance between unchecked
access and security controls applied to the data must be maintained. Information must be easily
accessed by those who need it, so as not to interrupt clinician workflows, and well-protected from
those who do not, so as not to compromise patients’ rights and security.

INTEL CORPORATION PROPRIETARY. Use or disclosure of data contained on this sheet is subject to the restriction on the title
page of this document. Copyright © 2020, INTEL CORPORATION. All rights reserved — unpublished work. Page 5



intel

2. Goal 3: Accelerate Research and Innovation

3.A Researchers and other health IT users have appropriate access to health data to drive
individual and population health improvement.

e ) QIC

The federal government plansto... Sothat...

Provide ways for individuals to securely share their own health et Individuals can participate in a consent process consistent with their preferences to
information via applications and other health IT for research enable their pariicipation in research

Resaarchers, technology developers, and ather health IT usars can produce ncher
insights o support clinical research with data that indudes emerging heatth and health-
related data such as “omics™ (8.9, penamic, prateomic, matabalomic), medical device
patient-generated, scoial determinants of health, and envirenmental data

Advance individual- and population-level transfer of health data -+<F

Resesarchers, technology developers, and other health IT users can conduct enhanced
population health planning, analysis of guality and patient cutcomes across settings and
programs, and clinical research

Streamline the secure access, exchange, and use of linked P
health and human services datasets

Increase access to tools for analysis of health care data for ...p Researchers, innavators, and other health IT users can rapidly apply data from clinical
health research and post-market surveillance use discovery to clinical decision-making and treatment

n Researchers, techrology developers, and other health IT users can leverage existing
Evaluate common data elements for opportunities to «+«p comman data elements — or create new ones through collaboration with standards

LB L PR T LT development organizations - to improve data quality

Foster data governance that reinforces privacy protections e Technalogy developers protect sensitive health informaton while supporting access fo
for large datasets large volurmes of health data from health IT, claims, registries, and other data sources

Al is a powerful tool that can help improve patient outcomes, but it is not without its faults. There
remain concerns around the trustworthiness and lack of regulation or standards around the
technology.

To ensure the accuracy, effectiveness, and security of Al, the Department of Health and Human
Services must use privacy-preserving Federated architectures for:

Training models on diverse datasets to ensure the models are free of bias.
b. Validating Al models on private datasets to ensure their accuracy.

c. Monitoring and continuous improvement of models for model/data drifts in a federated
manner to ensure they continue to be accurate and relevant.

Intel keeps sensitive information secure through federated learning via Intel Software Guard
Extensions and Open FL.

INTEL CORPORATION PROPRIETARY. Use or disclosure of data contained on this sheet is subject to the restriction on the title
page of this document. Copyright © 2020, INTEL CORPORATION. All rights reserved — unpublished work. Page 6


https://www.intel.com/content/www/us/en/stories/federated-learning.html

intel

3.B Individual and population-level research and analysis are enhanced by health IT
LY \ N

ey STRATEGIES

The federal government plansto... So that...
Apply digital health tools to advance research into R Researchers and other health IT users can use real-time data to make faster
targeted therapies discoveries and deliver better care to the bedside

Researchers and other health IT users can use machine leaming and predictive
Broaden use of new technologies and analytic approaches -«-p modeling in ethical ways across more diverse groups to hamess the power of data to
inform decisions and improve care quality

Increase use of health IT capabilities for data integration . &
and reseaich » Technology developers can integrate disparate datasets

Protect de-identified health information from re-identification b Researchers, technology :developers. and °‘.he.' healm(lT Lsers o confident their
methods and analyses will not compromise individuals’ privacy

Investigate the impact and effectiveness of health IT

development and implementation on care, safety, health, p

and other types of outcomes

Researchers, technology developers, and other health IT users can advance insights
and evidence on the benefits of health IT as well as unintended consequences

Researchers, technology developers, and other health IT users understand how the
Al systems they are using work in their practice to better address and mitigate bas
and maccuracies

Syt by ol
Bias in Al datasets is not just due to a lack of ethnic or gender diversity. Bias can be introduced
through many ways. For example, if all the data used to create an Al model comes from medical
imaging devices from a single vendor, the model may be much less accurate when used with data
generated by other vendors’ medical devices.

Therefore, the Food and Drug Administration should provide clear guidance on data retention
policies for models trained on distributed, diverse datasets. Leveraging federated architectures is
anideal solution. Federated architectures decentralize data sets across multiple systems and
locations. Model builders may not have access to (or custody of) the underlying data for extended
periods of time. This helps minimize bias within the models and makes them more trustworthy.
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3.C Researchers advance health equity by using health data that includes
underrepresented groups

The federal government plansto...

Assess current and expected health IT and broadband

infrastructure demands «««p The needs and gaps |n health IT infrastructure are identified and addressed

Enhance and expand broadband access and
communication infrastructure

Al health care providers, inchuding those in rural and undersenved areas, have access to
high-spead intermeat

-

Advance equitable access to affordable technology
and broadband

Al individuals can use applications and health IT to access health information and
communicate with thelr care teans

-

Support adoption and development of infrastructure
needed for telehealth

-

Individuals in underserved care settings have elecironic access to health care

ep Compliance with faderal standards moderizes and streamlines how EHI is stored

Deploy secure, cloud-based services and exchanged

The National Institutes of Health's All of Us Program is designed to “enable more tailored and
equitable approaches to care.” More than 80% of the enrolled population that is traditionally
underrepresented in biomedical research is participating in the program.

Querying of patients’ electronic health records data can be beneficial to this and other studies. This
can be accomplished via the eHealth Exchange, a large network connecting federal agencies and
non-federal healthcare organizations. It allows medical data to be easily yet securely exchanged.
The information is used to inform and improve patient care and public health practices.
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3. Goal 4: Connect the Health System with Health Data

4. A Health IT users have clear and shared expectations for data sharing

=)

< STRATEGIES

- . . . Health information is appropriately exchanged across care setlings, and information
Promote information sharing practices ¥ blacking conduct is rel:lﬁ:edpr::-r e:;mnatedm "

Develop and disseminate educational resources on best g Health information exchange workflows are interwoven into everyday health care delivery
practices and policies for EHI sharing, uses, and disclosures and population health eperations

Advance a Trusted Exchange Framework and Common
Agreement®* (TEFCA®™) that creates a universal governance,
policy, and technical floor for nationwide interoperability;
enables individuals to access their EHI; and simplifies
connectivity for organizations to securely

exchange infermation

The progress of nationwlide interoparability continues, participation In secure
interoparabla exchange Increases, and barfers for low-resource organizations
are reduced

-

Participate in international cellaborations to advance health Internaticnal collaborations advance and inform health IT and EHI sharing efforts in the

IT standards, cybersecurity, and EHI sharing “® s, and globally
ImpE intarf:parable axch_ang_s amaong dif_fsr&_nt health_ - i Al health | T users can participate in and benafit from the advances in health IT and
systems, devices, and applications and maintain the ability haailth cas

to exchange and use health information seamlessly

Information access is fundamental to delivering positive patient outcomes. Yet, data security must
always be a primary concern.

In many cases, data must be shared across healthcare organizations and between providers and
patients. This is where health information exchange networks come into play.

However, federated data—information that is decentralized and distributed across different systems
and locations—can be analyzed where it resides. This negates the need for sharing across networks.
Those who require and are authorized to access and use information can do so at their discretion.
This leads to data collaboration, which can be more secure than data sharing.
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4.D Individuals' electronic health information is protected, private, and secure

(S

The federal government plansto...

Individuals know how o access and use their EHI, are aware of potential secondary
uses of their data, and can make informed decisions conceming consent and
data exchange

-

Increase individuals® understanding of and control over their EHI ---

Provide guidance and resources to help health care

organizations integrate high-impact cybersecurity practices,

such as the Health Care Cybersecurity Performance Goals*v Health care previders can strangthen cyber preparedness, Improve cyber reslllency, and
and the NIST Cybersecurity Framework®", in the design and ultimately protect patient health information and safety, and individual- and population-
use of health IT while also prioritizing the improvement of the level data are protected from cybersecurity attacks, fraud, misuse, and other harms
confidentiality, integrity, and availability of connected systems

containing health data

-

Implement appropriate mechanisms for privacy and security *** Indivicuals can trust that their EHI is protected from unauthorized access, use,
to protect EHI and disclosure
Mitigate individual health information security and b Individuals can trust that they will not be discriminated against or expleited because of
privacy risks inappropriate disclosures of their health information
. ..}

Provide guidance and technical assistance on policies

and regulations Privacy and security rules are understood and enforced to support compliance

The Department of Health and Human Services should consider advancements such as Privacy
Enhancing Technology (PETs) and Trusted Execution Environments (TEE) that can better protect
datainuse.

PETs use different methods to protect patients’ information. They include:

Anonymizing patient data

Replacing personally identifiable information with aliases or pseudonyms
Encrypting patient data

Using virtual private networks for data exchange

Using “synthetic data” --artificially-created data that replaces personally identifiable
information.

A TEE is a segregated portion of a computer’'s memory. It is essentially a secure area of a processor
that is blocked from the rest of the CPU. Patient information can be processedin a TEE to keep it
confidential and inaccessible from the rest of the computer or network while this data is “in use”.
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